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Technical Release Notes enaio® 10.10

These pages contain information about new developments as well as information about updates.

Information about the processing status of support calls can be obtained via e-mail:
support@optimal-systems.de.

Hinweis: Please also note all the relevant Technical Release Notes and system requirements from
the version you are updating to the current version.
TRNs 10.0 / Update to a 64-bit server
TRNs 9.10

Service Releases

OPTIMAL SYSTEMS publishes regular service releases and hotfixes for current versions.

Current service releases and hotfixes for version 10.10:

Date Component

09/03/2025 enaio® Outlook Add-In NG 10.10.20

05/22/2025 enaio® webclient SR 2 Hotfix 26

09/10/2024 enaio® gateway 10.10.32

03/28/2024 enaio® repository-manager 4.3.5

09/29/2023 DMS service 5.5.2

09/28/2023 System update TLS/SSL

Hinweis: In addition, install all available service releases and hotfixes for enaio® to keep the
system as a whole up-to-date and thus avoid errors.
On systems where multiple enaio® components are installed together, all installed enaio®
components must always be updated and kept up to date with the latest hotfixes at the same
time. This applies in particular to systems on which the enaio® components enaio® client, enaio®
administrator, enaio® capture, and enaio® server are installed.
These enaio® components use some of the same COM libraries. These COM libraries are registered

mailto:support@optimal-systems.de
https://help.optimal-systems.com/enaio/v100/release/trn/en/index.html
https://help.optimal-systems.com/enaio/v910/release/trn/en/index.html
outlook_ng-neuerungen.htm
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centrally on the system in the Windows registry and accessed by the individual applications via
the Windows registry. Therefore, on systems where more than one enaio® component is installed,
cross-effects may occur if these libraries are not at the same hotfix level. In extreme cases, this
can lead to data loss.
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Update Notes

As usual, all components must be updated simultaneously – server, clients, services, and
microservices.

Both functional and security-related errors may occur when accessing data if some components
have not been updated.

The installation data can be obtained via the Service Portal. There, you can also request test
licenses.

enaio® service-manager

The following services require JDK 17:

l indexservice, searchservice, ccservice, migration, dashlet365, office365, msteams,
msteamsactions, restdashlet, repositorymanager

Logging: The logging.file parametr of the servicewatcher-sw.yml configuration file must
be changed: logging.file.name.

Office 365 Services

Once enaio® service-manager has been updated, additions need to be made in the
servicewatcher-sw.yml configuration file for Office 365 Services, dashlet365, and office365.
As in the example, jdk: jdk17 must be inserted in each case.

- name: dashlet365

  type: microservice

  profiles: prod,cloud,blue

  instances: 1

  memory: 256M

  port: 8091

  path: ${appBase}/dashlet365/dashlet365-app.jar

https://serviceportal.optimal-systems.de/
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  jdk: jdk17

  options:

  - -Dfile.encoding=UTF-8

- name: office365

  type: microservice

  profiles: prod,cloud,blue

  instances: 1

  memory: 1024M

  port: 8099

  jdk: jdk17

  path: ${appBase}/office365/office365-app.jar

  options:

  - -Dfile.encoding=UTF-8

Hinweis: New installations do not need any adjustments.

Scripting

Server jobs: The 'Client: Delete objects from recycle bin' system role was previously not
considered for server jobs. This system role is now considered. System roles and access rights will
continue to not be considered for server jobs for objects of an object type with the 'Mind security
system - No' property.

Event 'OnCellFocusGained': The event has not been executed on read-only tables yet. This has
been changed so that the content can be evaluated in this case as well.

COM Interface: Creating E-mails

The 'InsertNewDMSObject' method is no longer supported for creating e-mails via the COM
interface. The 'ArchiveMailFile' method must be used. The EMS service is therefore used to create
e-mails.
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Restoring Previous Versions

Previously, 'Rights group control' fields were emptied when previous versions were restored. These
fields now always contain their last value.

enaio® webclient

In this version, enaio® webclient is installed as a microservice with enaio® service-manager and
has to be reconfigured with enaio® services-admin.

enaio® service-manager

The version 9.0, 9.0 SP1, and 9.10 versions of enaio® service-manager can be updated directly to
version 10.10 if the latest services of the respective version have been installed before.

Elasticsearch

version 10.10 integrates Elasticsearch in the version 7.16.2. The update of Elasticsearch from
version 10.0 will be performed by the current Elasticsearch setup. No further adjustments are
required.

TLS 1.3.

TLS 1.3. is also supported along with TLS 1.2.

enaio® gateway now also supports TLS 1.2 and TLS 1.3 only.

AxPreview.exe

AxPreview.exe requires Windows components that are part of the Chromium version of Microsoft
Edge. If this version is not installed on the workstation, then these components must be installed
later. To do this, use MicrosoftEdgeWebView2RuntimeInstallerX64.exe or
MicrosoftEdgeWebView2RuntimeInstallerX86.exe located in the directories of the
enaio® client MSI packages.

Previously, the necessary components were installed automatically enaio® client was installed.

https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/dienste/os_dateien.htm
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SAP Integration

An up-to-date SAP transport for enaio® data2ecm /enaio® jump2ecm, Version 4.0A, needs to be
imported into all connected SAP systems.

enaio® version 10.0: Updates

Update Process

The starting point of an update to version 10.10 in this case is version 10.0. Please refer to the
update notes for version 10.0, especially for updating the 32-bit server to the 64-bit server, if you
are updating version 9.10.

These are the work items for the update from version 10.0 to version 10.10:

l Copy the respective installation directories to the computers on which the update is to be
performed. Installations via network directories can lead to errors.

l Backend

Install the backend components using the component setups from the appropriate directories
into the existing installation directories.

l Server

enaio® server must be started after the update.

l Services

enaio® gateway must be installed after all other services for new installations; however, it
is not necessary for updates.

l Microservices/service manager

If necessary, install new or previously unnecessary services, for example, the 'osweb'
service.

l Elasticsearch

https://help.optimal-systems.com/enaio/v100/release/trn/en/trn/update.htm
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Updates from version 10.0 are possible without customization.

l FineReader

ABBYY FineReader does not need to be updated and does not require new a license.

l Frontend

Install the frontend components using the MSI packages from the appropriate directories into
the existing installation directories.

l ANSI/Unicode administration

enaio® administrator, enaio® editor, enaio® enterprise-manager, enaio® editor-for-
workflow, and enaio® administrator-for-workflow will be installed.

The included asinit.cfg file does not need to be adjusted for updates; the existing file is
retained with the connection data.

l ANSI/Unicode client

The included asinit.cfg file does not need to be adjusted for updates; the existing file is
retained with the connection data.

l Capture ANSI / Unicode

enaio® capture is available for Unicode installations for the first time and can be installed.

l Add-ons/printer

l Webclient desktop app

The MSI installer for a 32-bit version of enaio® webclient as a desktop application is no
longer available.

You will find other components in the directories that also need to be updated depending on your
installation.
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Unicode Installations

Unicode installations are only possible as a new installation or as an update of a 9.10/10.0
Unicode installation.

Current Release Warning
Previously, the system requirements recommended the MS ODBC Driver for SQL Server – 18.0.1.1
(64-bit) for the database connection. This driver may cause problems with ADO connections in
Unicode installations. This is because of the columns that have an NVARCHAR(MAX) data type,
which were introduced in enaio® 10.10. The data in these columns is not read from the respective
tables correctly. This means that it is not possible to create queries containing these columns.

The SQL Server ODBC driver must be used for Unicode systems in enaio® 10.10 and later. This is in
the system by default after a Windows installation.

We also recommend using the SQL Server ODBC driver for ANSI installations, as the MS ODBC
Driver for SQL Server will discontinued as of enaio® 11.0.

enaio® capture
With version 10.10, enaio® capture is available for Unicode installations. Kofax scan components
can be integrated into enaio® capture.

Scanning in enaio® client is still only possible via the TWAIN interface.

Signature Modules
Previously, signature modules could not be used. Mentana and Governikus have been updated and
are now also available in Unicode installations.

https://help.optimal-systems.com/enaio/v1010/install/en/system/s_db.htm
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Administration

enaio® integration-for-microsoft-teams
This version allows enaio® users to integrate enaio® documents into Microsoft Teams. This
enables Microsoft Teams users to access these documents. enaio® users can specify whether the
documents can also be edited and re-uploaded.

enaio® integration-for-microsoft-teams can be used via the enaio® app for Microsoft Teams,
which is available via the Microsoft Teams Admin Center. Users can then integrate it into Microsoft
Teams.

The integration process also requires two microservices that are installed using enaio® service-
manager, in addition to the enaio® app.

For enaio® webclient, the Microsoft Teams integration must be done via a function call. In
enaio® client, the Microsoft Teams integration is done automatically.

enaio® mail-archive-service
enaio® mail-archive-service is available for the first time thanks to version 10.10. The focus of
enaio® mail-archive-service is the journaling of e-mails in Exchange Online.

At its core, enaio® mail-archive-service provides an SMTP server for receiving e-mails and can
read e-mails from Exchange Online mailboxes.

In enaio®, e-mails are indexed as e-mail objects and created in the original 'eml' file format.

enaio® mail-archive-service is installed as a microservice using enaio® service-manager and
configured via the mailjournaling-prod.yml file. A health check is performed on the
configuration when the service is started.

Exchange Online requires the following configurations to connect enaio® mail-archive-service:

l One or multiple journal rules need to be set up

l A connector needs to be configured for the connection with enaio® mail-archive-service

l An application needs to be created and authorized in the Azure portal to access the alternate
mailbox.

https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/services/e_tsk_services-teams.htm
https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/mas/mas_index.html
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A REST endpoint can be used to retrieve measurement data such as throughput and number of e-
mails processed. This data can also be visualized using external tools such as Prometheus.

enaio® search NG
enaio® search NG is a component of enaio® that is integrated in Microsoft Outlook and can
access e-mails that are managed in enaio® from within Microsoft Outlook. enaio® search NG
replaces the previous versions of enaio® search.

enaio® search NG is installed via the MSI package located in the directory \Frontend\Search
NG. The installation process will automatically uninstall any existing installation of enaio® search.

For users, the 'search folder enaio' is integrated into their Microsoft Outlook inbox with search
forms for the index data and full text. Users can save searches.

'Client: Open/Edit notes' System Roles
The system roles 'Client: Open notes' and 'Client: Edit notes' previously referred to both notes and
links. The latest version now differentiates between the two: the new 'Client: Open links' and
'Client: Edit links' system roles have been added for links.

Users who had the system roles 'Client: Open/Edit Notes' will automatically receive the
corresponding system roles for links after the update.

System Role for enaio® webclient
The system role 'Webclient: Open location' is new. It replaces the 'Open location' function –
com.os.osdrt.location.enable – in the previous configuration file osweb.properties.

This new system role is automatically assigned to every user with the system role 'Webclient:
Start'. It does not have a function in enaio® client.

Function Calls from enaio® webclient
In addition to links to external URLs and applications, JavaScript functions can now also be called
from enaio® webclient, enaio® webclient as a desktop application, and enaio® mobile via the

https://help.optimal-systems.com/enaio/v1010/install/en/install/addin/MSIenaiosearch.htm
https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/administrator/webclient/wc_con_extern.htm
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context menu. The functions are integrated with enaio® editor-for-events in the
'GlobalWebClientScript' or 'AfterWebClientLogin' sections and assigned to users, groups, object
types, and client via configurations from the tools.json file.

Localizations
Localization functions have been added to the following components:

l Dashlets

Dashlet names for enaio® client can be specified for each language of the object definition in
enaio® administrator via Setup > Dashlet name.

l Objects on a public desktop

The language resource dialog for objects can be opened via the enaio® client context menu. A
name can be specified for each language of the object definition.

It is necessary to have the 'Manage public desktop' system role.

Users who are set up as profile templates can also create language resources for objects on
the desktop.

l 'Only [m/w/d] for gender' text fields

Localizations for the languages of the object definition are integrated in enaio® client. The
field displays which input is possible in the set language via a tooltip.

enaio® editor

Add-ons

Two new add-ons can be integrated into enaio® editor.

l SQL add-on

The SQL add-on axaddsql.dll executes an SQL select statement configured by the
administrator.

It thus provides an important function of the catalog add-on in Unicode installations, which can
only be used in ANSI installations and will be discontinued in a subsequent version.

l Fieldmapping add-on

https://help.optimal-systems.com/enaio/v1010/admin/editor/en/dialogelemente/addons/sql.htm
https://help.optimal-systems.com/enaio/v1010/admin/editor/en/dialogelemente/addons/fieldmapping.htm
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The Fieldmapping add-on axaddfieldmapping.dll transfers the index data of a queried
object into assigned fields of the index data form.

It thus provides functions of the address add-on in Unicode installations, which can only be
used in ANSI installations.

Both add-ons are configured in enaio® client. It is necessary to have the 'Start editor' system role.

The new add-ons can be used in ANSI and Unicode installations.

Hinweis: The new add-ons are not available for enaio® webclient.

List catalog

Further configuration options for two-column list catalogs have been added: They can be sorted
using either the first or the second column (set to the first column by default). The preselection for
entries via keyboard can be set to consider only the first column, only the second column, or both
columns. This is set to the first column by default.

LDAP
Connection: The connection can be tested when configuring the LDAP connection in enaio®
administrator.

Synchronization: When synchronizing users in the user administration, a list with the differences
between enaio® users and LDAP users is displayed. You can mark enaio® users in the list that
should never be deleted, for example the technical enaio® users.

'Batch change of rights group fields' Automatic Action
The 'Batch change of rights group fields' action axacrgref.dll can be used to change the index
data of fields of the 'Rights group control' type, for example, to remove users who have left or to
add new users.

Events
Names: Until now, events were partially bound to the name of objects, fields, and elements, so that
an event had to be created for each language in multilingual installations. This is no longer
necessary as events are now connected to the internal names. Existing installations do not need

https://help.optimal-systems.com/enaio/v1010/admin/editor/en/dialogelemente/kataloge/listenkatalog.htm
https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/administrator/gesamt_ldap.htm
https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/administrator/sicherheit/benutzer.htm#ldapbenutzer
https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/auak/aarechtegruppencontrol.htm
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to be adjusted.

OnCellFocusGained: The event has not been executed on read-only tables yet. This has been
changed so that the content can be evaluated in this case as well.

JavaScript for Server-side Scripts
JavaScript can always be used for server-side scripts. VBScript can still be used and will continue
to receive support. Both JavaScript and VBScript can be used in a system.

Client scripts will continue to be created in VBScript, while webclient scripts will only be created in
JavaScript. The GlobalServerscript is still a VBScript.

The integrated script editor also supports JavaScript with IntelliSense, as is the case with
VBScript.

JavascriptLibraries can be created to help manage scripts. Central data can be stored in these
libraries, which can then be integrated into scripts.

We will use special script objects for JavaScript to ensure that COM can be used as it is with
VBScript so that existing components can continue to be used in the event of script conversions.
Here, corresponding objects are available on the Java side that combine a COM object and make it
usable in JavaScript.

Further information on server scripting with JavaScript can be found in the developer
documentation.

Resource Storage
enaio® manages keys in a resource storage table of the database, which are assigned values for
different languages. You can store project-specific, localized data in this area. This data can then
be accessed, depending on the language that the user has set.

enaio® repository-manager
The communication between enaio® and enaio® repository-manager can now be secured via
enaio® gateway:

https://enaiodevelop.atlassian.net/wiki/spaces/EC/pages/21102719/Server-Skripting+mit+Javascript
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Connection Direct connection enaio® gateway connection

ArchiveLink <repository-manager-
IP>:8100/cs/contentserver

<gateway-
IP>:80/repositorymanager/cs/contentserver

ILM <repository-manager-
IP>:8100/cs/ilm

<gateway-IP>:80/repositorymanager/cs/ilm

GUI <repository-manager-
IP>:8100

<gateway-IP>:80/repositorymanager

KGS GUI <repository-manager-
IP>:8100/cs/

Currently cannot be accessed via enaio®
gateway.

Server API – Variant Data
DMS.GetObjectDetails: For objects with variants, you can specify which data is required for
variants. This can significantly speed up the query process for objects with a large number of
variants.

enaio® documentviewer

Maximum File Size

The maximum size of files processed by enaio® documentviewer can be specified via the
configuration file config.properties from the …\webapps\osrenditioncache\WEB-
INF\classes\config\ directory.

Default: system.maxFileSizeForObjectInMB=1024

If an object has multiple content files, then this value applies to the sum of the files.
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Installing enaio® webclient

In this version, enaio® webclient is installed as a 'osweb' microservice with enaio® service-
manager and has to be reconfigured with enaio® services-admin as part of an update.

The previous configuration cannot be transferred. This configuration has been saved in the
osweb.properties file. Save this file before uninstalling enaio® webclient version 10.0.

Some parameters have been removed from enaio® webclient's functionality. The corresponding
settings are now based on the general enaio® settings and the individual system roles and access
rights of the users.

Installation Requirements
l enaio® server is installed and launched.

l The 'WEB' license is integrated in enaio® enterprise-manager.

l The following microservices are installed: 'license' und 'dms'.

l enaio® gateway is installed, started, and configured for login.

l enaio® appconnector is installed and launched.

New Installations
If the installation requirements have been met, then please perform the following steps:

l Install the 'osweb' service via enaio® service-manager.

l Configure it with enaio® services-admin.

Updating
To perform an update, please follow these steps:

https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/administrator/webclient/wc_con_webclient-config.htm
https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/em/em.htm
https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/dienste/gateway.htm#exposed
https://help.optimal-systems.com/enaio/v1010/install/en/install/Services/e_tsk_services-installieren.htm
https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/administrator/webclient/wc_con_webclient-config.htm
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l As with the new installation, install the 'osweb' service and configure it.

l After the technical user has been removed, check whether the access rights for the users need
to be changed.

l After removing configuration parameters for the functionality, check whether the system roles
for the users need to be changed.

l Delete the entry for the webclient-updates endpoint for the update feature of enaio®
webclient as a desktop application from the application-prod.yml configuration file of
enaio® gateway as well as the osweb endpoint located there:

proxy:

defaultEntryPoint: '/osweb'

services:

 endpoints:

 - endpoint:

    name: osweb

    url: 'http://<host>:9090'

l The previous port '9090' has been changed to '7900'. Check whether any changes need to be
made, such as to the firewall settings.

l Calls can no longer be made using the \entry.do parameter. Instead, you can use /#/entry?
to enter.

l Once the update is complete, the old installation can be deinstalled using the Control Panel.

l If the former technical user does not have functions elsewhere, then it can be deleted.

l Configurations for integrating into an iFrame are no longer necessary.

https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/administrator/webclient/wc_con_webclient-config.htm
https://help.optimal-systems.com/enaio/v100/install/en/install/webclient/wc_tsk_webclient-desktop.htm
https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/administrator/webclient/wc_con_systemintegration.htm
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enaio® webclient version 10.10

Access Rights – Technical User

Until now, a technical user was integrated for enaio® webclient, whose access rights had a
significant influence: The access rights of an enaio® webclient user were based on where the
access rights of the technical user and those of the logged-in user overlapped. This concept made
it possible to adhere to restrictions for object types that differed between enaio® webclient and
enaio® client. Thanks to the approximate functional equality of enaio® webclient and
enaio® client, this is no longer necessary and the function of the technical user has been
eliminated. This standardized configurations for enaio® client and enaio® webclient and made
them clearer for enaio® webclient.

Access rights are only based on the individual access rights of the users.

Hinweis: If extensive adjustments to user access rights and scripts are necessary in installations,
then the technical user can continue to be included as a transitional measure. This option will only
be available until the next major release after 11.0.

Functionality

The functionality of enaio® is based on the individual system roles and general enaio® settings.
The following parameters have been removed:

version 10.0 parameters Replaced with:

Open location
com.os.osdrt.location.enable

A new system role has been
added for this function:
Webclient: Open location

Enable workflow
com.os.osdrt.workflow

System role 'Client: Use workflow'

Show object search
com.os.odrt.search.enabled

System role 'Client: Run default
search'

https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/administrator/webclient/wc_con_webclient-config.htm#UserName
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version 10.0 parameters Replaced with:

Enable export
com.os.osdrt.exportfiles.enabled

System role 'Client: Export
document contents'

Enable hit list export
com.os.osdrt.exporthits.enabled

System role 'Client: Export index
data'

Support for basic parameters
com.os.osdrt.baseparams.use

Entry in the as.cfg file of the
file directory:
SHOWBASISPARAMETER

Enable full-text search
com.os.osdrt.fulltext.use

The full-text search is enabled if
the 'search' microservice is
installed. Users need the 'Client:
Run default search' system role.

Office 365 integration
com.os.osdrt.office365

Office 365 is enabled if the Office
365 microservices are installed.

Enable variant administration
com.os.osdrt.variant.administration.enabled

The variant administration is
always enabled for enaio®
webclient.

Logging
com.os.osdrt.loglevel

The logging is configured via
enaio® services-admin.

Server connection
com.os.osdrt.appserver.server

com.os.osdrt.appserver.port

enaio® service-manager knows
the data for the server
connection.

Technical user
com.os.osdrt.appserver.mainuser

com.os.osdrt.appserver.mainuserpwd

The technical user has been
removed.

https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/administrator/gesamt_db.htm?Highlight=SHOWBASISPARAMETER
https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/services/e_tsk_services-logging.htm
https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/administrator/webclient/wc_con_webclient-config.htm#UserName
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enaio® client

enaio® integration-for-microsoft-teams
enaio® version 10.10 allows enaio® client users to integrate enaio® documents into Microsoft
Teams. This enables Microsoft Teams users to access these documents. enaio® users can specify
whether Microsoft Teams users can also edit and replace enaio® documents. For more
information, see Quick Guide to Using enaio® integration-for-microsoft-teams and enaio® client.

Visualizing enaio® coLab Folders and Registers
In enaio® version 10.10, folders and registers that are shared for coLab are indicated separately in
the register trees in the folder or register views, as well as in the link column in the hit lists. This
makes it easier for enaio® users to share enaio® objects in the enaio® coLab project rooms.

Opening Folder Index Data from a Location View without a
Register Tree
Opening a folder in enaio® client that does not contain any documents will not display a register
tree. Since the index data sheet of the folder could previously only be opened via the folder item in
the register tree, it was not possible to open the index data sheet in these kinds of folders. You
can now do this in enaio® version 10.10 via an additional entry in the context menu (see Opening
Index Data Forms of Folders Without Documents).

Configuring Columns in Portfolios and Saved Search
Requests
Users sometimes want to be able to create different views of the same things. This is now possible
for typed portfolio and saved search requests in enaio® version 10.10.

As the creator of a typed portfolio, you now have the option to define how this portfolio appears
for other users. You can find the settings for the corresponding hit lists in the context menu of the
column header. The columns in the typed portfolio can only be reconfigured by the creator of the
portfolio (see Customizing Column Configurations for Portfolios).

https://help.optimal-systems.com/enaio/v1010/release/trn/en/quick-guide/ms-teams+enaio-client.htm
https://help.optimal-systems.com/enaio/v1010/user/client/en/04_bearbeiten/indexdaten-bearbeiten/indexdaten-ordner.htm
https://help.optimal-systems.com/enaio/v1010/user/client/en/04_bearbeiten/indexdaten-bearbeiten/indexdaten-ordner.htm
https://help.optimal-systems.com/enaio/v1010/user/client/en/06_arbeitsplatz/mappen.htm
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For saved searches for an object type, you can now also deviate from the set configuration for hit
list columns and create your own column configuration. This also applies for queries with variables
and for saved expert searches. When publishing, allocating profiles for, and sending these kinds of
saved searches, it retains its column layout if configured to do so (see Saved Searches).

Rights Group Fields and Object History
The histories of rights group fields are not kept in enaio®. For that reason, these fields were
previously emptied when recovering older object versions in the history. Rights group fields in
enaio® version 10.10 retain their last value when recovered. They are displayed as read-only in the
data sheet view. The aim of this change is to ensure that rights restrictions set via rights group
controls are not completely removed (see Document History and Folder and Register History).

File Extensions > 10 Characters
In enaio® version 10.10, you can use objects with file extensions containing more than ten
characters and Unicode characters. Note that Microsoft Windows allows a maximum path length of
260 characters. Also check whether the long-term archive used supports long file extensions or
file extensions with Unicode characters (see Capturing Documents).

Enhanced Contrast and Increase Font Size Functions in
Dialogs
Functions to enhance the contrast and increase the font size in dialogs have been introduced to
improve accessibility for users with visual impairments. You can find these functions in
enaio® client via the Settings Menu > Workspace > Appearance > Advanced > Advanced settings
(see Defaults). If configured accordingly, these functions can also be used to control the contrast
and font sizes of dashlets or COM-based tools integrated into enaio® client in addition to the
contrast and font sizes in all dialogs in enaio® client.

Changing these settings will require you to restart enaio® client.

New History Events
The following new history events are logged in the enaio® client history with the release of enaio®
version 10.10:

https://help.optimal-systems.com/enaio/v1010/user/client/en/06_arbeitsplatz/anfragen/gespeicherte-anfragen.htm?Highlight=Spaltenkonfiguration
https://help.optimal-systems.com/enaio/v1010/user/client/en/04_bearbeiten/objekthistorie/historie-dokumente.htm
https://help.optimal-systems.com/enaio/v1010/user/client/en/04_bearbeiten/objekthistorie/historie-ordner-und-register.htm
https://help.optimal-systems.com/enaio/v1010/user/client/en/02_erstellen/dokumente-erfassen/erfassen-dokumente.htm
https://help.optimal-systems.com/enaio/v1010/user/client/en/01_einstieg/voreinstellungen.htm
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l Batch change of rights group fields

The 'Batch change of rights group fields' action can be used to change the index data of fields
of the 'Rights group control' type, for example to remove users who have left or to add new
users. These changes are now logged in the history of the corresponding objects. The entry is:
Index data modified; Batch change of rights group fields.

l MS Teams/ext. applications

Documents in enaio® client can be transferred to and edited in Microsoft Teams with the
release of enaio® version 10.10. Changes to document content in Microsoft Teams are logged in
the history of the corresponding objects. The entry is: Document edited in ext. application; A
user has edited the document content via an external application. (MS Teams: peter@pan.de).

New Extensions for enaio® client
New add-ons are available for enaio® client with the release of enaio® version 10.10:

l enaio® search NG

enaio® search NG is a component of enaio® that is integrated in Microsoft Outlook and can
access e-mails that are managed in enaio® from within Microsoft Outlook. For more
information, see "Administration" on page 14.

l SQL add-on

The SQL add-on executes SQL select statements that have been configured by the
administrator. It thus provides an important function of the catalog add-on in Unicode
installations. For more information, see enaio®Add-ons.

l Fieldmapping add-on

The Fieldmapping add-on is used for index data maintenance. It provides functions of the
address add-on in Unicode installations. For more information, see "Administration" on page 14.

https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/auak/aarechtegruppencontrol.htm
https://help.optimal-systems.com/enaio/v1010/user/client/en/02_erstellen/indexdaten-bearbeiten/addons.htm
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enaio® webclient

enaio® integration-for-microsoft-teams
enaio® version 10.10 allows enaio® webclient users and desktop application of enaio® webclient
users to integrate enaio® documents into Microsoft Teams. This enables Microsoft Teams users to
access these documents. enaio® users can specify whether Microsoft Teams users can also edit
and replace enaio® documents. For more information, see Quick Guide to Using enaio®
integration-for-microsoft-teams and enaio® webclient.

Visualizing enaio® coLab Folders and Registers
In enaio® webclient and enaio® webclient as a desktop application, with enaio® version 10.10
folders and registers that are shared for coLab are indicated separately in the link column of hit
lists. This makes it easier for enaio® users to share enaio® objects in the enaio® coLab project
rooms.

Modal Dialog – Option to Resize Windows
The content of modal dialogs in enaio® webclient can differ greatly. Sometimes the available
space in the dialogs limited their usability. For that reason, an option to resize modal dialogs was
added. enaio® version 10.10 allows the user change the width of a modal dialog in enaio®
webclient, enaio® webclient as a desktop application, and enaio® mobile. The resized dialog is
saved and applied to all modal dialogs in enaio® webclient (not in enaio® mobile). If the window
size is smaller than the saved dialog size, then the dialog is reduced accordingly without saving
the reduced width.

GUI Changes in enaio® webclient
The names of the preview area in enaio® webclient have been changed. The 'Document preview' is
now called Content preview and 'Document details' is now called Details preview. With the
renaming, the names of enaio® webclient were adapted to those of enaio® client.

https://help.optimal-systems.com/enaio/v1010/release/trn/en/quick-guide/ms-teams+enaio-webclient.htm
https://help.optimal-systems.com/enaio/v1010/release/trn/en/quick-guide/ms-teams+enaio-webclient.htm
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File Extensions > 10 Characters
In enaio® version 10.10, you can use objects with file extensions containing more than ten
characters and Unicode characters. Note that Microsoft Windows allows a maximum path length of
260 characters. Also check whether the long-term archive used supports long file extensions or
file extensions with Unicode characters.

Keyboard Controls
The options for using enaio® webclient with keyboard commands have been further expanded.
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enaio® coLab

Integrating an Antivirus Scanner
An antivirus scanner that checks documents that users want to insert can be integrated via
webhook as of enaio® coLab version 10.11.5. If applicable, users will be notified correspondingly.

The release pages contain a description on its integration.

Visualizing enaio® coLab Folders and Registers
In enaio® version 10.10, as well as in enaio® client, enaio® webclient, enaio® webclient as a
desktop application, and enaio® mobile, folders and registers that are shared for coLab are
indicated separately in the register trees in the folder or register views, as well as in the link
column in the hit lists. This makes it easier for enaio® users to share enaio® objects in the enaio®
coLab project rooms.

Improved Overview Page in enaio® coLab
The overview page of enaio® coLab, the page on which the user is shown all of their relevant
project rooms, has been redesigned. The page now also has an additional filter and sorting
function. In addition, the owners of the respective project room are now also displayed. This allows
project rooms to be filtered by title and owner, as well as sorted by project room name or by 'My
projects' (project rooms belonging to the in user who is currently logged in).

https://enaiodevelop.atlassian.net/wiki/spaces/ECo/pages/21104792/Update+Instructions+for+10.11
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Quick Start Guides MS Teams

Quick Guide to Using enaio® integration-for-microsoft-
teams and enaio® client
enaio® integration-for-microsoft-teams enables enaio® users to post enaio® documents in
Microsoft Teams, thus giving Microsoft Teams users access to enaio® documents and their index
data. Microsoft Teams users can also edit and replace these documents if the enaio® user permits
this when creating an enaio® document.

Voraussetzung:
l enaio® client must be set up to work with Microsoft Teams. To do this, the 'msteams-

client' and 'msteams-actions' microservices must be integrated into the enaio® system
accordingly (see enaio® services-admin\ Microsoft Teams services ).

l The enaio® app must be enabled in the relevant teams, chats, and meetings in Microsoft
teams.

To share and edit enaio® documents in Microsoft Teams, follow these steps

enaio® documents can be shared in teams, chats, and meetings in Microsoft Teams. The
procedure below explains how to do this in a team. The procedure for sharing and editing
enaio® documents in chats and meetings is exactly the same.

1. Enable the enaio® app in the team in Microsoft Teams in which you want to share enaio®
documents with other users.

https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/services/e_tsk_services-teams.htm
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▷The enaio® tab will be displayed in the team.
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2. Switch to enaio® client and select the document that you would like to share in Microsoft
Teams.

3. Open the context menu and click Actions > Clipboard > Share in Microsoft Teams.
Alternatively, you can also use the function in the Hit ribbon tab or the Folder ribbon tab.

▷An enaio® token is created and copied to the Windows clipboard.

4. Switch back to Microsoft Teams and open the Posts tab in the team in which you want to
share the enaio® document.

5. Click the New conversation button to create a new conversation and click in the input field
there.

Alternatively, you can also click the Reply field in a conversation that is already there.

▷A row with function icons is displayed below the input field.

6. Click the enaio® icon in the command line.
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▷The enaio® dialog will be displayed.

7. Paste the enaio® token from the Windows clipboard into the input field of the dialog.

Enable the Edit rights checkbox if you want to other Microsoft Teams users to be able to edit
and replace the enaio® document you have shared.

Then click the Send button.

▷The enaio® document will be shared in Microsoft Teams and displayed in the Posts tab as a
small preview.
▷The enaio® document will appear in the document list in the enaio® tab.
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Hinweis: The enaio® token is only valid for a few minutes. If the token no longer works, then you
will get an error message in Microsoft Teams. Confirm the error message by clicking OK, create
a new enaio® token in enaio® client, and repeat steps 5 and 6 above.

8. Click the Open button below the preview. Alternatively, you can also click the relevant entry in
the document list in the enaio® tab.

▷The enaio® preview area will open in Microsoft Teams.
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▷The enaio® document you have shared is displayed in the content preview of the preview
area.

Hinweis: Clicking the Open in webclient button below the small preview will launch enaio®
webclient and the document you have shared will be displayed in a hit list.

9. The following functions for editing the enaio® document are available to you in the preview
area:

l View content

Displays the content preview of the preview area. Click this function to switch from the
details preview to the content preview.

l Download content

Downloads the enaio® document to your local file system.

l Edit content (only displayed if editing rights have been enabled)

Opens the enaio® document in the application linked to this file type in Windows (for
example, Microsoft Word for *.docx files). Changes that you make to the document and
save will be transferred to enaio® and saved there as well.

l Replace file (only displayed if editing rights have been enabled)

Replaces the document you have shared in Microsoft Teams. The original document will
also be replaced in enaio®.

If the document you have shared is a W-Document, then a new variant will be created in
enaio® (see enaio® client ).

l Remove file

The document you have shared will be deleted in Microsoft Teams. The original document in
enaio® will not be deleted.

l Open in enaio® webclient

Launches enaio® webclient and displays the document you have shared in a hit list.

l Download OS file

https://help.optimal-systems.com/enaio/v1010/user/client/en/04_bearbeiten/dok-inhalte-bearbeiten/varianten-von-w-dokumenten.htm
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Creates a *.os reference file (see enaio® client ). Reference files can be integrated into

e-mails and Windows applications (for example, Microsoft Word, Excel, PowerPoint) and/or
stored in the file system. Clicking a reference file will open the locally installed enaio®
application (enaio® client, enaio® webclient as a desktop application, or enaio® mobile;
enaio® webclient does not support this function) and display the document.

l View index data

Displays the enaio® index data of the document you have shared in the enaio® details
preview. Click this function to switch from the content preview to the details preview.

l Files

Closes the preview area and displays the enaio® tab with the list of the enaio® documents
you have shared.

Quick Guide to Using enaio® integration-for-microsoft-
teams and enaio® webclient
enaio® integration-for-microsoft-teams Enables enaio® users to post enaio® documents in
Microsoft Teams, thus giving Microsoft Teams users access to enaio® documents and their index
data. Microsoft Teams users can also edit and replace these documents if the enaio® user permits
this when creating an enaio® document.

enaio® integration-for-microsoft-teams is supported by enaio® webclient and enaio® webclient
as a desktop application. You cannot use enaio® integration-for-microsoft-teams in enaio®
mobile.

Voraussetzung:
l enaio® webclient and enaio® webclient as a desktop application must be set up to work

with Microsoft Teams. To do this, the 'msteams-client' and 'msteams-actions'
microservices must be integrated into the enaio® system accordingly (see enaio®
services-admin\ Microsoft Teams services ).

l The enaio® app must be enabled in the relevant teams, chats, and meetings in Microsoft
teams.

https://help.optimal-systems.com/enaio/v1010/user/client/en/04_bearbeiten/dokumente-verwalten/verweisdokumente.htm
https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/services/e_tsk_services-teams.htm
https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/services/e_tsk_services-teams.htm


enaio® Quick Start Guides MS Teams

Page 37

To share and edit enaio® documents in Microsoft Teams, follow these steps

enaio® documents can be shared in teams, chats, and meetings in Microsoft Teams. The
procedure below explains how to do this in a team. The procedure for sharing and editing
enaio® documents in chats and meetings is exactly the same.

1. Enable the enaio® app in the team in Microsoft Teams in which you want to share enaio®
documents with other users.
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▷The enaio® tab will be displayed in the team.
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2. Switch to enaio® webclient or enaio® webclient as a desktop application and select the
document that you would like to share in Microsoft Teams.

3. Open the context menu and click Share in MS Teams.

▷An enaio® token is created and copied to the Windows clipboard.

4. Switch back to Microsoft Teams and open the Posts tab in the team in which you want to
share the enaio® document.

5. Click the New conversation button to create a new conversation and click in the input field
there.

Alternatively, you can also click the Reply field in a conversation that is already there.

▷A row with function icons is displayed below the input field.

6. Click the enaio® icon in the command line.
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▷The enaio® dialog will be displayed.

7. Paste the enaio® token from the Windows clipboard into the input field of the dialog.

Enable the Edit rights checkbox if you want to other Microsoft Teams users to be able to edit
and replace the enaio® document you have shared.

Then click the Send button.

▷The enaio® document will be shared in Microsoft Teams and displayed in the Posts tab as a
small preview.
▷The enaio® document will appear in the document list in the enaio® tab.
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Hinweis: The enaio® token is only valid for a few minutes. If the token no longer works, then you
will get an error message in Microsoft Teams. Confirm the error message by clicking OK, create
a new enaio® token in enaio® webclient or enaio® webclient as a desktop application, and
repeat steps 5 and 6 above.

8. Click the Open button below the preview. Alternatively, you can also click the relevant entry in
the document list in the enaio® tab.

▷The enaio® preview area will open in Microsoft Teams.
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▷The enaio® document you have shared is displayed in the content preview of the preview
area.

Hinweis: Clicking the Open in webclient button below the small preview will launch enaio®
webclient and the document you have shared will be displayed in a hit list.

9. The following functions for editing the enaio® document are available to you in the preview
area:

l View content

Displays the content preview of the preview area. Click this function to switch from the
details preview to the content preview.

l Download content

Downloads the enaio® document to your local file system.

l Edit content (only displayed if editing rights have been enabled)

Opens the enaio® document in the application linked to this file type in Windows (for
example, Microsoft Word for *.docx files). Changes that you make to the document and
save will be transferred to enaio® and saved there as well.

l Replace file (only displayed if editing rights have been enabled)

Replaces the document you have shared in Microsoft Teams. The original document will
also be replaced in enaio®.

If the document you have shared is a W-Document, then a new variant will be created in
enaio® (see enaio® webclient ).

l Remove file

The document you have shared will be deleted in Microsoft Teams. The original document in
enaio® will not be deleted.

l Open in enaio® webclient

Launches enaio® webclient and displays the document you have shared in a hit list.

l Download OS file

https://help.optimal-systems.com/enaio/v1010/user/webclient/en/05_objekte-bearbeiten/wc_con_varianten-verwalten.htm
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Creates an *.os reference file (see enaio® webclient\Internal references ). Reference

files can be integrated into e-mails and Windows applications (for example, Microsoft Word,
Excel, PowerPoint) and/or stored in the file system. Clicking a reference file will open the
locally installed enaio® application (enaio® client, enaio® webclient as a desktop
application, or enaio® mobile; enaio® webclient does not support this function) and display
the document.

l View index data

Displays the enaio® index data of the document you have shared in the enaio® details
preview. Click this function to switch from the content preview to the details preview.

l Files

Closes the preview area and displays the enaio® tab with the list of the enaio® documents
you have shared.

https://help.optimal-systems.com/enaio/v1010/user/webclient/en/07_objektaktionen/links+verweise/wc_con_verweisdateien.htm
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Service Releases

OPTIMAL SYSTEMS publishes regular service releases and hotfixes for current versions. Service
releases include new features, function upgrades, and new components.

The installation data can be obtained via the Service Portal.

A complete list of service releases and hotfixes can be found at the following locations:

l Service Portal > Release Info

l release-info-10-10.json

Hinweis: There is a JSON file that contains only the change history of the component in the
download directory of each component.

Below you will find a current selection for version 10.10:

Date Component

09/03/2025 enaio® Outlook Add-In NG 10.10.20

05/22/2025 enaio® webclient SR 2 Hotfix 26

09/10/2024 enaio® gateway 10.10.32

03/28/2024 enaio® repository-manager 4.3.5

09/29/2023 DMS service 5.5.2

09/28/2023 System update TLS/SSL

Hinweis: In addition, install all available service releases and hotfixes for enaio® to keep the
system as a whole up-to-date and thus avoid errors.
On systems where multiple enaio® components are installed together, all installed enaio®
components must always be updated and kept up to date with the latest hotfixes at the same
time. This applies in particular to systems on which the enaio® components enaio® client, enaio®
administrator, enaio® capture, and enaio® server are installed.
These enaio® components use some of the same COM libraries. These COM libraries are registered
centrally on the system in the Windows registry and accessed by the individual applications via

https://serviceportal.optimal-systems.de/
https://serviceportal.optimal-systems.de/
https://help.optimal-systems.com/enaio/releasenotes/release-info-10-10.json
outlook_ng-neuerungen.htm
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the Windows registry. Therefore, on systems where more than one enaio® component is installed,
cross-effects may occur if these libraries are not at the same hotfix level. In extreme cases, this
can lead to data loss.

enaio® webclient and enaio® mobile
You will find information about the current Service Release and hotfixes of enaio® webclient and
enaio® mobile on the following pages.

Current: Service Release 2 Hotfix 26 for enaio® webclient (05/22/2025)

Installation Requirements

To ensure the functionality of the system, it is necessary to install the following or later updates
for the current Service Release 2 and hotfixes:

l osappconnector_setup.exe 10.10.0.143

\10.10\Backend\AppConnector

l enaio_client.msi 10.10.13

\10.10\Frontend\Client

You can find the history of the installation requirements here.

Installation

The installation data can be obtained via the Service Portal.

The latest version of enaio® webclient as a desktop application will be available and automatically
installed following the update. Existing profiles will be imported. The MSI packages for the
installation have also been updated.

Changes

A detailed list of changes for all components can be found in the Service Portal in the release
information and in the release-info-10-10.json file. There is a file in JSON format that contains
detailed information about the component in each of the component downloads.

https://serviceportal.optimal-systems.de/
https://serviceportal.optimal-systems.de/
https://help.optimal-systems.com/enaio/releasenotes/release-info-10-10.json
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enaio® webclient Hotfix 2

The hotfix 2 for enaio® webclient is a hotfix for bug fixing.

Service Release 1 / Hotfix 1

The service release 1 hotfix 1 of enaio® webclient is a service release for troubleshooting.

Service release 1 for enaio® webclient contains bug fixes and the following new features:

Recycle Bin

enaio® webclient version 10.10 has a recycle bin function with service release 1.

The recycle bin is accessible from the private desktop in the main menu. Folders, registers, and
documents deleted by the user are displayed in the recycle bin in the form of a mixed hit list. The
hit list can be sorted, grouped, and filtered like other hit lists in enaio® webclient. An additional
column indicates the deletion date.

The details preview shows the index data as well as any existing notes of a selected object in the
recycle bin. The areas for history, workflows, and follow-ups in the details preview are hidden.

Deleted objects can be permanently deleted from the recycle bin via the context menu. The

Open location function, with which users can show the former filing location of the deleted object,
is available in the context menu for selected registers or documents in the recycle bin.

Registers and documents can be reinserted in the original location using the Restore function

in the context menu. The function is also available for folders. Folders and registers can be
restored, with or without content, depending on your selection.

Hit List Card View

In addition to the table view, users of enaio® webclient and enaio® webclient as a desktop
application have a new card view available in hit lists. For this purpose, the header area of the
individual views was revised and adapted to the new design. Users can switch between the

Table view and the new Card view via the More actions menu. If a user selects a card in

the card view, the context menu is available for it. The context menu can be opened by the user via
the Actions menu on the card or via the right mouse button.
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The card view will be the default view for object lists in the future. Accordingly, all hit lists
are initially displayed in the card view after an update.

The user has the option to switch back to the table view for hit lists. The setting is stored in the
as.ini file.

Hinweis: The card view is not available on smartphones. enaio® mobile will support the card view
on tablets from version 11.0.

Revised Icons

The default icons for object types have been revised and are much easier for users to recognize
and distinguish.

Content Preview – New Design for Placeholders

The placeholder for documents in the content preview where the PDF rendition is not yet available
has a new design and additionally offers the option Reload preview.

Navigation in Tables

Two modes have been implemented in index data forms for quick navigation within tables in order
to improve the accessibility of enaio® webclient. The write mode (indicated by a blue line at the
bottom of the cell) and the navigation mode (indicated by a gray border around the cell). In the
navigation mode, users use the arrow keys to navigate. The Tab key (↹) is available to users for
navigation in write mode. It is activated using the space bar or by direct input. A new row can be
added by pressing Enter in the bottom table row.

Sending E-Mails – SMTP Server Configuration

An SMTP server is integrated for the functions Send e-mail > Link and Send e-mail > Content.
Global authentication and an encryption method can be configured for this integration in order to
increase security.

The e-mail address will be prepopulated for the user as the sender when sending if it is specified
in the enaio® administrator user management.

Service Release 2 / Hotfixes 1 – 26

https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/administrator/webclient/wc_con_webclient-config.htm#smtp
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The hotfixes 1 – 12/14/15/16/18/19/20/21/22/23/24 for Service Release 2 for enaio® webclient
are bug fixing service releases.

Hotfix 26

In addition to bug fixes, Hotfix 26 contains the following new features:

Scripting: Dashlet and Location Information

The dashlet events onInit and onUpdate also output the object ID of the opened location via the
new locationInfo property.

Hotfix 25

In addition to bug fixes, Hotfix 25 contains the following new features:

Scripting: Write Protection on Tables for Index Data and Workflow Forms

Write protection for tables can be removed using the enable() method and for table cells using the
enableCell() method.

The methods are supplemented by the new optional parameter keep(boolean).

With the parameter keep(true), write protection is only removed if it is not set in the object
definition or the workflow model.

The keep(false) parameter always removes the write protection. Default: false

Hotfix 18

Hotfix 18 for enaio® webclient is a hotfix for bug fixing.

Only the NSIS installer enaio-webclient-app.exe is available for the administrative
installation of enaio® webclient as a desktop application.

Hotfix 17

In addition to bug fixes, Hotfix 17 contains the following new features:

https://enaiodevelop.atlassian.net/wiki/spaces/WEB/pages/21274880/onInit+Dashlet
https://enaiodevelop.atlassian.net/wiki/spaces/WEB/pages/21274894/onUpdate+Dashlet
https://enaiodevelop.atlassian.net/wiki/spaces/WEB/pages/21267414/2.2+Maskenfelder#enable().1
https://enaiodevelop.atlassian.net/wiki/spaces/WEB/pages/21267414/2.2+Maskenfelder#enableCell({rowIndex},-{colIndex})
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Discontinuation of the MSI pPackage for the Installation of enaio® webclient as a desktop
application

An MSI package is provided for the administrative installation of enaio® webclient as a desktop
application for the last time.

With Service Release 2 Hotfix 17, the NSIS installer enaio-webclient-app.exe is available for
administrative installation.

If configured accordingly, an NSIS installer is already available for users to download for
installation and updating.

The NSIS installer enaio-webclient-app.exe is located among the installation data in the
directory \Frontend\Webclient-Desktop-App\.

Parameter Function

/S Silent Mode

/CurrentUser User-specific Installation
User-specific installations are installed in the following directory:
C:\Users\<username>\AppData\Local\Programs\enaio webclient

/AllUsers Global installations

/P Optional application parameters

/D Target directory for global installation
A target directory is required for global installations.

Installation parameters for enaio-webclient-app.exe

Example: enaio-webclient-app.exe /S /AllUsers /P=--disable-accelerated-2d-

canvas /D=C:\enaio\webclient

Hinweis: The target directory for global installations must be specified last.

Profile Distribution

Profile distribution is possible for user-specific installations.
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If there is an init-profiles.json configuration file in the enaio-webclient-app.exe
directory, the profiles for connecting and logging in are automatically integrated from the
configuration file. The configuration file corresponds to the previous configuration file for the MSI
package.

Profile distribution is not possible for global installations.

Hotfixes 14/15/16

The hotfixes 14/15/16 for enaio® webclient are hotfixes for bug fixing.

Hotfix 13

In addition to bug fixes, Hotfix 13 contains the following new features:

OAuth2 Authentication

Users of enaio® webclient, enaio® webclient as a desktop application and enaio® mobile can send
links and content via a connected SMTP server with global OAuth2 authentication and Office365
(Azure).

The configuration file osweb-prod.yml has been extended to include configuration parameters.

For updates, the parameters featureSwitches.sendEmail.oAuthClientId,
featureSwitches.sendEmail.oAuthClientSecret and
featureSwitches.sendEmail.oAuthTenantId must be added manually in the configuration
file osweb-prod.yml. Without OAuth2 authentication, these parameters are not necessary.

Service Release 2

Service Release 2 for enaio® webclient contains bug fixes and the following new features:

Card View – Multi-selection

Users can now select multiple options in the card view in enaio® webclient and in enaio®
webclient as a desktop application. To select multiple objects, use the left mouse button while
holding down Ctrl or Shift. Holding the Ctrl key allows you to select several lines that are not
immediately next to each other. Holding the Shift key will select all the rows between the first and
last selections. The selected objects will be highlighted afterwards.

https://help.optimal-systems.com/enaio/v1010/install/en/install/webclient/wc_tsk_webclient-desktop.htm
https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/administrator/webclient/wc_con_webclient-config.htm#OAUTH
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Card View – Basic Filter

A filter is now available in the card view in enaio® webclient and in enaio® webclient as a desktop
application. Entering characters will reduce the number of cards accordingly. All visible values on
the cards are taken into account when filtering.

Card View – Checking Documents In and Out

Documents that have been checked out are now flagged in the information line of the card view
('Checked out by me'/'Checked out by others') in enaio® webclient and in enaio® webclient as a
desktop application.

Card View – History

As of Service Release 2, the history view can now be displayed in the card view in enaio®
webclient and in enaio® webclient as a desktop application as well. The cards in the history view
show information about the last action and the date of the action.

Card View – Full-text Search

As of Service Release 2, the new card view is available to users in the full-text search result in
enaio® webclient and in enaio® webclient as a desktop application as well. It displays the object
type as the title, a text passage with the search term found in it, the quality and, if applicable, the
file type.

Card View – Default Actions

As of Service Release 2, the default action configured by the administrator is now also displayed
in the card view of hit lists in enaio® webclient and in enaio® webclient as a desktop application
when the user moves their mouse over a card. If the default action is displayed, then the user can
also select and start it by clicking it.

Hinweis: The card view introduced with enaio® version 10.10 SR 1 in enaio® webclient and in
enaio® webclient as a desktop application does not support double-clicking.
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Multilingual Names for My searches

Localized labels can be used in the My searches area to improve internationalization in enaio®
webclient and in enaio® webclient as a desktop application as of Service Release 2. The
corresponding language resources must have been entered via enaio® client to do this. The
localized names are then used when displaying saved searches or in the quick search.

Multilingual Names for Desktop Objects

Internationalization in enaio® webclient and enaio® webclient as a desktop application has also
been improved in that localized labels can be used when displaying objects on both the private
and public desktop as of Service Release 2. The corresponding language resources must have
been entered via enaio® client to do this.

Administration – Card View

The card view was introduced and set as the default option in Service Release 1. The default
settings can now be changed using the hitList.layoutType parameter of the osweb-
prod.yml configuration file.

This default setting will apply for all users who have not yet changed the view in the settings.

Dashlets for enaio® webclient

The following URL parameters can be specified to add dashlets in enaio® webclient:

l {username} – Name of the current user.

l {objectident} – The ID of the object that the user selected last (also in case of multi-selection).

l {objectdeflanguage} – The language of the object definition selected by the user.

l {guilanguage} – The language of the user interface selected by the user.

l {sessionguid} – The current session GUID of the user.

Workflows

The 'Assign work item' function may only be carried out by a process owner. Users require the
system role 'Client: Workflow process administration' (ID 62) or 'WF-Admin: Start' (ID 20).

https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/administrator/webclient/wc_con_webclient-config.htm#layoutType
https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/administrator/webclient/wc_con_webclient-config.htm#layoutType
https://enaiodevelop.atlassian.net/wiki/spaces/WEB/pages/21274849/5.1+Konfiguration+Entwicklung#5.1.2-Dashlets-in-der-dashlets.json-konfigurieren
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BeforeDelete/AfterDelete Events

The 'BeforeDelete' and 'AfterDelete' events can now also be added for enaio® webclient.

Scripting: 'formHelper.showEditContentDialog'

For content editing, the 'formHelper.showEditContentDialog' method either behaves in same way
as the 'Edit content' function in enaio® webclient or the modal dialog for exchanging files is
always opened (default).

Installation Requirements Service Releases

Installation Requirements SR 2 and Hotfixes for enaio® webclient

l osappconnector_setup.exe 10.10.0.143

\10.10\Backend\AppConnector

l enaio_client.msi 10.10.13

\10.10\Frontend\Client

Installation Requirements SR1 for enaio® webclient

l dmsservice-app.jar 5.3.2

\10.10\Backend\Service-Manager-Update

l osappconnector_setup.exe 10.10.0.142

\10.10\Backend\AppConnector

l enaio-server-patch-10.10.0004.exe

\10.10\Backend\Server-Patch

l enaio_office_addin_ng.msi 10.10.6

\10.10\Frontend\Office Add-In NG

l enaio_outlook_addin_ng.msi 10.10.4

\10.10\Frontend\Outlook Add-In NG

enaio® gateway

https://enaiodevelop.atlassian.net/wiki/spaces/WEB/pages/21267397/1.3+Events#BeforeDelete
https://enaiodevelop.atlassian.net/wiki/spaces/WEB/pages/21267410/2.1+Methoden#formHelper.showEditContentDialog({osid}%2C-{showIfHasContent%3F}%2C-{showTemplates%3F}%2C-{showCustomContent%3F}%2C{alwaysShowDialog%3F})
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enaio® gateway 10.10.32

To increase security, as of version 10.10.32 it is necessary to install all customer-specific and
external services, i.e., all services that are not installed via enaio® service-manager, via the
application-prod.yml of enaio® gateway.

enaio® gateway 10.10.12

enaio® gateway uses Spring Boot 2.7.7 as of version 10.10.12.

If the logging configuration for enaio® gateway was adjusted in the application-prod.yml file
located in the \apps\os_gateway\config installation directory, then the parameters must be
adjusted.

If not, you do not need to make any changes and enaio® gateway will continue to log to the
default directory.

enaio® repository-manager
You will find information about the latest service releases of enaio® repository-manager here.

Installation

Services are installed via the os_service-manager_setup.exe file in the
\Backend\Service-Manager\ directory.

Service updates take place via enaio_services_versionfix.exe in the \Backend\Service-
Manager-Update\ directory. Copy the directory to the computers where the microservice
installations are located prior to carrying out the updates.

The current repositorymanager-app.jar can also be copied to the \service-
manager\update\ directory. enaio® service-manager then automatically updates
enaio® repository-manager.

https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/dienste/gateway.htm#rout
https://help.optimal-systems.com/enaio/v1010/install/en/install/gateway.htm#gwlog
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enaio® repository-manager 4.3.5

Hinweis: A secure connection between the SAP system and enaio® repository-manager cannot be
established if the certificate is available in the Windows Keystore. The certificate must be
available in a PKCS12 file.

To update to version 4.3.5 with the new version of the KGS Content Server, the following steps
must be carried out:

l Save the directory \working-dir\embeddedTomcat\webapps\cs\conf\contentserver\.

l Exit enaio® repository-manager.

l Delete the \working-dir\ directory.

l Update enaio® repository-manager to version 4.3.5.

l Start enaio® repository-manager.

The \working-dir\ directory is recreated.

l Exit enaio® repository-manager.

l Replace the directory \working-
dir\embeddedTomcat\webapps\cs\conf\contentserver\ with the saved directory.

l Start enaio® repository-manager.

l Check the configuration via the KGS administration page.

Without these steps, the configuration must be recreated via the KGS administration page.

enaio® repository-manager 4.3.2

Connection with enaio® appconnector

The connection to enaio® appconnector is established via the address
http://127.0.0.1:8060/ by default. If enaio® appconnector is installed on a different host or
port, or is running via HTTPS, then the address must be specified via the new enaio.app-

connector.uri parameter in repositorymanager-prod.yml.

https://help.optimal-systems.com/enaio/v1010/admin/SAP/de/rm/basiskonfig.htm#KGS
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The user and password of the technical user in the application-blue.yml file of enaio®
service-manager are used for the connection by default. If you want to use a different technical
user, then you can specify this in the repositorymanager-prod.yml file via the
enaio.dms.username parameter.

The previous parameters enaio.osrest.uri, enaio.osrest.username and
enaio.osrest.password are no longer evaluated and can be deleted.

IP Filter for Management Endpoints

Access to the following endpoints can be restricted via IP filters: info, health, env, loggers,
and metrics.

For this purpose, addresses that allow access are specified via the new
management.trusted.ipPattern parameter in the repositorymanager-prod.yml file.

In general, IP filters can also be configured for both the management endpoints and the services.

enaio® repository-manager 4.3.1

servicewatcher-sw.yml

If the upgrade to version 4.2.2 has not already been carried out, then the servicewatcher-
sw.yml configuration file of enaio® service-manager must be extended.

The JDK parameter must be supplemented: jdk: jdk17

- name: repositorymanager

  type: microservice

  profiles: mq,prod,cloud,blue

  instances: 1

  memory: 1024M

  port: 8010

  path: ${appBase}/repositorymanager/repositorymanager-app.jar

  jdk: jdk17

  arch: x64

https://help.optimal-systems.com/enaio/v1010/admin/administrator/en/services/mic_tsk_ip_filter.htm
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KGS Content Server

If the upgrade to version 4.2.2 has not already been carried out, then for the new version of the
KGS Content Server, the \working-dir\ working directory must be emptied and the
configuration recreated via the KGS administration page.

Barcode Errors

For easier troubleshooting, the object definition of the ArchiveLink cabinet can be extended by a
dialog element of the 'checkbox' type with the internal name 'Barcodeprocessingerror'. The
checkbox is enabled when errors occur during barcode processing.

The object definition file from the \working-dir\obj-def\ installation directory has been
updated accordingly.

Connection Parameters

The connection to the DMS service and to enaio® appconnector can be made via enaio® gateway
and – if enaio® gateway is configured accordingly – encrypted.

The connection parameters must be specified.

KGS GUI

The KGS GUI can now also be accessed via enaio® gateway. The configuration of enaio® gateway
must also be modified:

DMS service
You will find information about the latest service releases of the DMS service here.

Installation

Services are installed via the os_service-manager_setup.exe file in the
\Backend\Service-Manager directory.

Service updates take place via enaio_services_versionfix.exe in the \Backend\Service-
Manager-Update directory. Copy the directory to the computers where the microservice
installations are located prior to carrying out the updates.

https://help.optimal-systems.com/enaio/v1010/admin/SAP/de/rm/basiskonfig.htm#KGS
https://help.optimal-systems.com/enaio/v1010/admin/SAP/de/rm/Installieren.htm#rmgateway
https://help.optimal-systems.com/enaio/v1010/admin/SAP/de/rm/Installieren.htm#kgsgui
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DMS service 5.3

Hinweis: The DMS Service 5.3 requires the installation of server patch 10.10.1.

UNION Syntax for Search Requests

The endpoint for search requests – POST/dms/objects/search – accepts the UNION syntax,
making it possible to efficiently request field information for multiple object types simultaneously
within a single request.

Internal Names for Insert and Update

In addition to the object type ID, the internal name can also be specified in the JSON field
'system:objectTypeId' for insert and update functions.

Recycle Bin

New endpoints allow access to the recycle bin with the options to Restore and Delete objects
permanently.

Multipage TIFF

Multipage TIFFs are no longer transferred as *.zip files but as *.tiff files via the renditions as of
version 5.3.

DMS service 5.3.2

Service Release 5.3.2 is a service release for troubleshooting.

DMS service 5.4

Creating Variants

[POST] /variants: When creating variants, the objectTypeId, variantType, and
transferPlannedRetention parameters can be specified directly in the payload.

https://enaiodevelop.atlassian.net/wiki/spaces/DA/overview
https://enaiodevelop.atlassian.net/wiki/spaces/DA/pages/21403431/POST+restore
https://enaiodevelop.atlassian.net/wiki/spaces/DA/pages/21403395/DELETE+trash
https://enaiodevelop.atlassian.net/wiki/spaces/DA/pages/21400856/POST+variants
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Searching for Variants

[GET] /variants: The endpoint for retrieving the index data of all variants of an object provides
the fields and systemFields parameters, which can be used to request index data fields as
well as system fields for each variant.

Full-text Search: Quality

[POST] /search: The SCORE() function is available to return the quality of the full-text result in
the JSON.

Full-text Search: System Fields

[POST] /search: CMIS SQL search provides the following special fields as part of system-wide
full-text queries: system:objectId and system:objectTypeId.

Conditions on Table Controls

[POST] /search: CMIS SQL search supports conditions when searching for table controls.

Field Settings for Hit Lists

[POST] /native/names: Provides an endpoint to retrieve the names according to the field
settings for hit lists, window titles, and sending.

Field Settings for an Object Type

[GET] /name: Also provides an endpoint to retrieve the names according to the field settings for
hit lists, window titles, and sending for an object type.

DMS service 5.4.1

Service Release 5.4.1 is a service release for troubleshooting.

DMS service 5.5

The service release contains a new endpoint, in addition to bug fixes.

Deleting a Content File

[DELETE] /file: The new endpoint allows the contents of a document to be deleted.

https://enaiodevelop.atlassian.net/wiki/spaces/DA/pages/21402277/GET+variants
https://enaiodevelop.atlassian.net/wiki/spaces/DA/pages/21398964/POST+search#id-[POST]/search-3.4QueriesforFull-Text
https://enaiodevelop.atlassian.net/wiki/spaces/DA/pages/21398964/POST+search#id-[POST]/search-3.9QuerieswithSystemFields
https://enaiodevelop.atlassian.net/wiki/spaces/DA/pages/21398964/POST+search#id-[POST]/search-3.3.1QuerieswithTable-FieldConditions
https://enaiodevelop.atlassian.net/wiki/spaces/DA/pages/21403938/POST+names
https://enaiodevelop.atlassian.net/wiki/spaces/DA/pages/21403932/GET+name
https://enaiodevelop.atlassian.net/wiki/spaces/DA/pages/21404780/DELETE+file


enaio® Service Releases

Page 60

DMS service 5.5.1

Service Release 5.5.1 is a service release for bug fixing.

DMS service 5.5.2

Service Release 5.5.2 is a service release for bug fixing.

TLS/SSL System Update
enaio® provides end-to-end SSL encryption for all components in the system as of version 10.10.
This includes xml-rpc communication with enaio® server, https communication with public API
endpoints, and communication between services.

The detailed documentation of the configuration can be found in the developer area.

An update of the following components is necessary to enable end-to-end SSL encryption. The
updates are necessary even if you do not use end-to-end SSL encryption.

Hinweis: The updates are a prerequisite for all subsequent service releases and hotfixes released
for the version 10.10.

The components can be obtained via the Service Portal.

Component Version

os_service-manager_setup.exe
The setup updates all microservices.
The Service-Manager-Update directory containing individual
microservices is temporarily unavailable
as a means to prevent microservices from being downgraded accidentally.

10.10.0.1

enaio-server-patch.exe 10.10.0011

enaio_client_ansi.msi
enaio_client_unicode.msi

10.10.0026
10.10.0026

enaio_administration_ansi.msi
enaio_administration_unicode.msi

10.10.0020
10.10.0020

TLS/SSL system update

https://enaiodevelop.atlassian.net/wiki/spaces/TLSSSL/overview
https://serviceportal.optimal-systems.de/
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Component Version

enaio_capture_ansi.msi
enaio_capture_unicode.msi

10.10.0013
10.10.0013

enaio_index_manager_ansi.msi
enaio_index_manager_unicode.msi

10.10.0007
10.10.0007

enaio_server_communication_ansi.msi
enaio_server_communication_unicode.msi

10.10.0006
10.10.0006

oswebservices_setup.exe 10.10.0.4

enaio_repositorymanager_client_components.msi 10.10.0005

enaio_barcode.msi 10.10.0001
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